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Captain David Kelly, Michigan State Police
MICHIGAN [JEPARTMENT OF
.Har-- D TECHNOLOGY,
et B ) MANAGEMENT AND BUDGET




"IATO0S °"1DINNOD °dI13H ﬁ-i-E
avil

TR §,00URA U1 FIF §1 SEONTE BU IBLE BIUSOIAD OU, SUL 11 PIES I XOTRE Busowy 8 1) padims Suave SPAD 1D

PUS PRRK 10 TUNCOOE MM S5 IN0gY LOGRLLAN 1YY 30U AUe PUNO) LLISEY S8 OS L o A i pews L
BRUOHET) BEALULNG BYL £LOZ SIS O SUOP LUMAEY AN ) Somssed Adul S0UEUD SN 18] SPUBUILCTS ! DOUN,
*s[eo8 AB=1ens uia)-Suo] Fmmumy 01 M| RE B UG EIEP B RS 03 DULAT AL DUB SI35M 00U A, Lo [F 0) SuiBuOrd LOGRLGHE _

3ARN1S5D 10 Sundds ‘aumrd Jof pasn AENSN ATe BT TOMT| 110008 pry 26 191 PRSEOS LIOFICL MR I ST TR SHERY § 9L PO RGOV 3o uea 3 wuow s {J7  I3GUIR0R( .cm:umm mwo_.@ Rbed ssof ._“m
y8ny e axmbas {esdAy pue arewEw uoiswatd do Xejdiuod AL 5 RDIOUIND008 U JUas 0F PRsT—SIsmsus pus—fucasant Aundes
2 pUS “spUoMSIed PAUSEY ‘SN LG SR plages - B SRUTY SEN SIPNERT B3N LIS 3uL

M) 3\ 1SUESE PIRANp MM ATEnuep 3 Lo muse Bt om w>—wmw=—
%uuvgugﬂuﬂuuﬁﬂagbﬂm U 0 LEd TH L-NEaUq U PARA0OSID ATUR0al Auo Douv A IE TEeS AUSTUIoD S TSIIUSD EIEP 5,00U8 ) Ol PROPEY

b [ ]

111111

. [ 3k
[ jo yuad sad L1 pres *fuedwicd LLmoas ...hw?.! IR | 0 viom £ caccnne e e

piomssed Jajim]
o en porsos joljjiw g
uoes.q ﬁ_;u_u.:.m

1589 o 24 o 0 00Z'L PO eulydn
adoiny Jo 1981e] Yoene 19qAo| mnrme B P L .| ﬁ
| revonsmamas \ ", - .,.....”.u...... : T L PLOZ ‘0L Aenuer oY

ol
“(emtrg) 3sed APPUT A LGS
10 3dem3 w 21 Jato Auw ump eaf g [N g

Jo Jje] 152y 2t Ul sx2enie 1aq.40 paedsydos ESHRERINS
e

atotn {pUeafs pArayms UEILE S h

Joup3 Aunses E_

1 £ N viep
JaIasn .%O vﬂu-wﬁﬂ ,SAISSEUI, STe2A2d OOJG»W.

QLOTS "TT BTG

Ajleqo|n sypeny 19ghH




Cyber Attacks Locally

Average Monthly Figures in Michigan:

S 4

b = I 7
h g
| @ [MaliciousAttacks Blocked 31,536,510

H T@ incidents Investigated .“_..ONN 4

DTMB blocks an average of 1.5 million malicious attacks every day
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Governor Snyder National Cyber Leader

e Launched Cyber Initiative 2011 and updated it
in 2015.

e Established and co-chairs the National
Governors Association Resource Center for
State Cybersecurity.

e Michigan’s Cyber Umch_w:o: Response Plan
recognized for the 2017 NASCIO
Cybersecurity and the CSO50 Awards.

* Co-chair of Homeland Security and Public
Safety Committee of National Governors
Association (2014)

* Michigan received an ‘A’ on the 2016 Digital
States Survey.

HELP. CONNECT. SOLVE.
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Michigan Cyber Disruption Response Plan

e Widely regarded as a national State of Michigan
model and has been showcased at CYBER DISRUPTION
several national events RESFOINGE PN

e Protects the health, safety, and
economic interests of Michigan’s
residents and organizations

e Reduces the impact of disruptive
cyber-related events through
response, mitigation, planning,
awareness, and implementation.

BTMB
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Cyber Partner — Michigan State Police

e Michigan Cyber Command
Center (MC3)

— MC3 is the resource for
cybersecurity and cyber crime
investigations, awareness for
critical infrastructure; federal,
state, and local government
entities; other public and private
sectors; and citizens of the State
of Michigan

HELP. CONNECT. SOLVE.
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Cyber Partner - DMVA

Michigan Cyber Range Hub Sites

Northern Michigan Unjversity

o

3 Alpena Combat Readiness
._...W_.......n Centar

B—————camp Grayling

Farris State
Univarsity @
Merit Backbone

Cyber Range Sites B—Seliridge Alr Force Base

- 'I..lrl.ﬁutu.nsq Collaboration Center
MING Cyber Hubs ‘/F-I,Iasm(:m State Univarsity
/ Pinckney High School
AN

buoe

LLocal Cyber Hubs

Easterm Michigan University

Battle C G Base - ot Cusier

Ining Centar

HELP. CONNECT. SOLVE.
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What's Next

ao.__ﬂmBmm: an innovative state in cybersecurity, Michigan
will:

BTViS

Create a ubiquitous log management system, or
cyber hub, to leverage advanced and predictive
analytics

Expand the Digital Forensic Analyst program at MSP

_/\_oam_ﬁrm_/\_mnzm: _._:.w: mn:oo_nu\_umqm:m__m:@m
after the First Robotics Program.

Develop a Chief information Security Officer as a
service to support local governments

Build a cyber-focused workforce by continuing efforts
of the RCEC

mxnmzam:a m:noE.mem H_‘_mmaonzo:oﬁm._.m_,\_
curriculum to target P-20 students

Leading
the Nation:

An mteraganiy. pehblicprvale

inllobormtion

www.michigan.gov/cybersecurity

HELP. CONNECT. SOLVE.
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